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Executive Summary

Convergence between broadcasting, broadband and mobile communications is creating

new challenges and business opportunities for the whole content delivery value chain.

Triple- or quad-play services offer a new commercial approach with a single point of

billing. At the same time, consumers are naturally expecting to access interactive and

on-demand services from traditional TV as they do from PCs and other connected

devices. Commercial and technical improvements have the potential to significantly

increase ARPU (average revenue per user), while reducing churn.The package as a

whole becomes “stickier.” 

Many of the technical requirements for interactivity are focused on the successful

combination of one-way linear broadcast channels (via cable or terrestrial networks,

for instance) with two-way services, such as video-on-demand (VOD) and online

shopping. Different versions of hybrid networks are emerging to meet these dual needs,

enabling operators to serve multiple tiers of customers and deliver material ranging

widely in value from blockbusters to niche content.Yet hybrid network architectures

raise unique issues regarding content security and digital rights enforcement.

These challenges are typically met by a variety of incompatible conditional access (CA)

and digital rights management (DRM) solutions. Dealing with more than one security

platform creates management challenges for operators and content owners alike.

Newer generations of content security architectures can help resolve these challenges

through a multi-layered approach that supports all content types, delivery networks

and display devices – typically from a single head-end.
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Drivers for Change:Transition Opportunities

While many in the U.S. or Western Europe believe the transition to digital TV is a

given, the reality is that challenges still lie ahead for hundreds of millions of free-to-

air (FTA) and pay-TV customers on a worldwide basis. Operators in Asia, South

America and Eastern Europe deal with different regulatory regimes, the massive cost

of infrastructure upgrades and the need to educate their customers.Yet, they have the

advantage to gain insights on how the competitive landscape has evolved and matured

in countries that have already started down this road.

Pay-TV operators broadly recognize that the future involves more than a simple

substitution of Digital Video Broadcasting (DVB) for their existing analog services. Their

networks must accommodate broadband IP services and multi-screen delivery. As a

result, operators worldwide are adopting some form of hybrid network and planning

for the eventual transition from traditional broadcast subscribers to an emerging,

high-value, subscriber base that is willing to pay for richer, on-demand services.

Within this common theme, there are wide variations between operators, depending

on their current infrastructure and business objectives. This leads to some very

different migration scenarios and hybrid network types, with the principle options

described below.

Analog to digital broadcasting transition

For terrestrial TV services, the analog to digital switchover over is taking place in many

parts of the world, reclaiming precious spectrum. However, there are significant

differences regarding the milestones for full digital conversion.The Netherlands was

one of the first countries to take this step in 2006, with the U.S. following in 2009,

the UK in 2012, and China set to complete the switch in 2015. For some countries the

migration comes with delicate political challenges – especially support for older analog

TVs that do not incorporate digital tuners and need digital-to-analog converter boxes

to receive the same services as before the switchover.
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The new all-digital infrastructures being created during this period are incorporating

core components of the mature DVB standards defined by the DVB Project, which

are supported by other organizations like the Advanced Television Systems Committee

(ATSC, an U.S. standards body), and the Association of Radio Industries and Businesses

(ARIB, a Japanese standards organization). Most importantly operators are also

anticipating the need for stronger content protection in order to provide alternative

service access points, such as home networks and mobile devices.

These major public service improvements, often via FTA programming, present

operators a golden opportunity to launch hybrid services fit for delivering a richer

range of on-demand and sometimes even pay-TV broadcast services. For example, the

One Seg mobile terrestrial service cleverly exploits the ISDB-T infrastructure standard

in Japan1 (and eventually Brazil) to offer very popular mobile TV digital programming

in the same spectrum as the main FTA HD channels.

Securing DVB Hybrid Networks www.verimatrix.comCopyright © 2009 Verimatrix, Inc.

Page 4

1The Japan Times,“TV programs go mobile as One Seg services begin,”Apr. 1, 2006.

Legend:
Transition completed, all analog signals terminated

Transition in progress, broadcasting both analog and digital signals

Transition not yet started, broadcasting analog signals only

Does not intend to transition, broadcasting analog signals only

No information available

Figure 1:World map of digital television transition progress



Cable operators broadly follow the lead of terrestrial broadcasters in terms of the

base packages, but have additional spectrum that is already being exploited for premium

pay-TV offerings.As spectrum on cable plant, which is occupied by analog signals, is

switched to digital transmission, the opportunity for additional revenue streams grows

significantly. And of course, a cable system that has been upgraded to two-way

communication can naturally combine IP services and RF broadcasts to deliver hybrid

services seamlessly.

Adding Broadcast Channels to IPTV

IPTV services are primarily delivered in a walled garden over dedicated managed

service networks, although some also accommodate Internet content feeds.While

IPTV is better suited than satellite or terrestrial, or even many cable networks, for

deployment of interactive services, it is not currently ideal for scheduled broadcast

services, such as news programs or live events. Bandwidth is often a constraint,

particularly for HD, while a combination of regulations and rights restrictions in some

countries preclude parallel delivery of some popular broadcast content over IP networks.

These factors are leading IPTV operators towards a hybrid services approach.The

combination of terrestrial FTA delivery for most scheduled programming with IP for

on-demand, using a hybrid receiver, is proving popular, as in the case of the Darty

service in France and BT Vision2 in the UK.

In fact, MRG’s new research on the growth of hybrid STBs reveals that some regions

and markets offer tremendous up-side potential for both large and small telcos.

“Our research also found that excellent potential exists where broadband is already

available and where multi-channel digital video broadcast is already in place, allowing

use of hybrid STBs to offer telcos lower CAPEX, faster time-to-market and faster

time-to-profitability,” states Gary Schultz, CEO of MRG, Inc., San Jose, CA. MRG’s new

Global Hybrid Set-top Box Report for IPTV3 shows a (conservatively estimated)

installed base of well over 13 million hybrid STB units in 2009, with at least 15%

CAGR through 2013.
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Adding IPTV to Broadcast Services

Satellite systems offer a finite resource that provides an excellent way to broadcast

large amounts of premium content one-way to major user populations. But there is

insufficient capacity to give all users their own dedicated return path for interactive

and on-demand services; therefore broadcast spectrum must be complemented by

some other communication channel for scalable upstream communications. Cable

networks have similar capacity constraints, but can be easily upgraded for two-way

broadband IP communications.

In general, operators of satellite subscription-based “bouquets” are enhancing their

lineup with HD via the existing DVB infrastructure.Yet in order to effectively compete

with pure IPTV services, satellite operators need a more efficient back channel to

offer enhanced on-demand services, such as set-top box (STB)-based VOD, push VOD

to digital video recorder (DVR) equipment and parallel IP-based services to PCs and

other devices.

Without the structural advantage of cable operators – where broadband and video

services come over the same pipe – satellite operators are acknowledging a greater

need to operate parallel broadband services or partner with broadband providers.

For example, major satellite service providers, such as Echostar4 and Sky5, are now

starting to offer a range of such “top up” services to Ethernet networked STBs in the

home. Key drivers for coordinating these partnerships come from the local regulatory

environment,“network neutrality” and different pricing structures.

Meanwhile, many cable networks are seeking to add IP delivery for some services via

their own DOCSIS modem capabilities. Using these channels, they are able to offer

differentiated and compelling programming, such as user generated and over the

top (OTT) content, to the STB and broadband devices including PCs. DOCSIS 3.0

technology, which makes more efficient use of total spectrum through bonding and

increases upstream capacity, may mean that even core VOD services make this transition.

In the U.S.,Verizon has implemented a hybrid approach within its FiOS managed network

service, transmitting its basic linear content via digital RF technology, while offering

pay-per-view content via a comprehensive IP network, both to and within the home.
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AT&T has taken a different line to hybridization by having two different services, called

HomeZone and Universe. Its HomeZone service is a hybrid, combining satellite for

broadcast content with IP for on-demand, while AT&T Universe is pure IP. The latter

is available only to households with fiber installed in the neighborhood.

Drivers for Change: Improving Business Models

While deciding upon the most suitable migration strategy for each unique circumstance,

operators must also consider enhancements to their business models.To remain

competitive in this new world of pay-TV, operator enhancements should focus on

achieving one or more of following fundamental objectives:

• Retaining or winning subscription revenue

• Increasing ARPU through transactional offers 

• Generating opportunities for advertising insertion

• Reducing delivery, programming and/or support costs

A common thread that helps operators meet all of these objectives, and arguably the

very foundation of digital convergence, is IP-based technologies.Throughout the

head-end equipment delivery network and inside the multimedia savvy home, IP has

emerged as the common building block.There are numerous scenarios available for

operators to enhance their network, which are all made possible by a bi-directional

channel enabled by IP, including:

Delivery to multiple devices

By delivering programming to customers wherever they are, rather than just at home,

stickiness improves and the potential for advertising increases. Multiple devices also

create opportunities for content owners to share subscription revenue with, say,

mobile operators, or for taking one-off payments for access to specific events.

Mobile TV is already proving more popular than many operators expected for watching

premium content in addition to clips such as sporting highlights.With devices like the

Nokia Web Tablet, Sony PSP and Apple iPhone, along with high-speed mobile broadband

services, mobile TV is delivering larger higher resolution pictures over wider geographical

areas. Mobile devices are also uniquely placed within quad play services to interact with

and control the TV service at home.
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Real-time interactivity

Pay-TV operators of all types now support some form of real-time personalization

and interactivity, in particular VOD, catch up on-demand and DVR. Network DVR is

an emerging service that is an attractive option to both operators (by reducing STB

costs) and consumers (not having to specify in advance what to record).

Operators can also provide interactivity within program streams to increase stickiness,

such as:

• Providing access to additional programming options within a single channel, such

as selecting different gigs at a music festival.

• Facilitating audience participation in competitions or voting.

• Enabling interactive advertising, which allows consumers to order products directly.

• Enabling targeted advertising based on knowledge of users and their habits to help

pinpoint the right audience and avoid wasting precious advertising dollars.

• Support for home networking

Support for home networking

One of the big advantages of delivering video over an IP infrastructure is the ability

to completely incorporate a home network and STB within the service.There are still

challenges for service management and DRM since the home network will not be

completely controlled by the operator, but IP offers a universal service layer on which

DRM implementations can be supported. One option is for operators to install a

“home hub” as part of the service and retain some control over the network behind

it.Verizon, for example, offers a whole home connectivity hub within its FiOS service

as a command center for the home network.

Self-provisioning and account management 

Customers like the convenience of easily configuring and managing aspects of their

own service. Even simple features like setting DVR recording schedules online or

on-screen text messaging in chat rooms, can increase stickiness even if they are not

major selling points in their own right. Other major gains lie in the reduced cost of

customer service and support, cutting down on call center costs, and reducing the

number of costly onsite visits, e.g.“truck rolls.”
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Compelling and niche content

TV may not be ideal for casual Web browsing but it does have some advantages for

accessing Internet-based video content. OTT and long tail content can be served

within a walled garden environment, insulated from threats such as viruses that

permeate the Web.

The advent of IP-based infrastructures facilitates Internet-like chat rooms and user

generated content, although this does not necessarily involve integration with the

Internet. If such services are made available within the walled garden of broadcast TV,

operators are better positioned to enforce privacy rules, accommodate content rating

rules and offer parental controls.

Content Security Foundations

It is easy to see that the demands of fully networked consumers, and the wide range

of transmission technologies available to today’s operators, bring new challenges for

content security. One of the biggest challenges lies in defending a viable business model

against the wide-scale piracy encouraged by the very same technological advances.And

this dimension of the puzzle brings the question of content protection to the fore.

Weighing Multiple Perspectives on Security

Most consumers are simply looking for clear and transparently-enforced rules relating

to the material they purchase. In fact without these rules in place, the variety of

different purchase and rental options available today could not exist. A unified content

security approach eliminates any negative perceptions of DRM policies and allows

consumers to simply enjoy the content they purchased.
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The traditional view of content
security as a necessary evil has been
overturned by the on-demand
revolution in broadcasting. Flexible
and effective content security is
the essential enabler of innovative
business models that can increase
competitive positioning.

Therefore, content security has
become a critical strategic decision.
Ideally, a content security platform
should:

• Work across all the emerging
platforms and devices

• Offer a multilayered approach
to content security, combining
all the required CA and DRM
mechanisms within a single
platform

• Provide a cost-effective solution
that can be easily renewed and
implemented, particularly as
operators migrate to a hybrid
network.

The  convergence  be tween
broadcasting and broadband can
be a significant headache for
regulators, with a blurring of
previous demarcations between
content and communication and
often even between the agencies
involved.

Great variations exist in regulatory
ambitions and politics between
countries. For example, some
countries may want to block
content that is critical of the
government, while other countries
are mainly concerned about
offensive material.

One common theme is a concern
with copyright enforcement, and
an interest in developing tools that
can help regulators police the
system being created, such as
digital watermarking.

The threat of large scale piracy,
which undermines the revenue
potential of their product, is still
very prevalent. Content owners’
focus is on enforcing digital rights
through technological and legal
processes.

While the delivery of content via
an IP network can have both
positive and negative dimensions,
it also creates greater visibility of
content throughout its lifecycle.
Two-way IP networks provide the
potential for checking that DRM
rules are being enforced, and
tracing individual content files.

The main business benefit is the
ability to extend early release
windows and increase revenue,
without increased risk of piracy.

Pay-TV Operators Regulators Content Owners

Flexible, Layered Security Approach for Hybrid

A multi-layered security approach allows operators to optimize content security for

different platforms, consumer devices and customers, within a single platform.

Operators are able to deploy just enough security to meet their varying business

objectives.Too much security incurs unnecessary costs and can deter customers, while

too little of course can encourage piracy as well as unauthorized access to services.

Low-tier customers without access to premium content or interactive services do not

need the maximum level of access control and rights enforcement.

Advantages of Software-based Security

The advent of IP-based infrastructures for play-out and transmission has one main

implication for content security. Renewability of security subsystems is a distinct

advantage in a landscape of fast changing threats and business opportunities,

making software-based security an attractive option. Hardware-based systems
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Figure 2: Embedded watermarks can detect and trace illegally captured content to deter and stop piracy.

can be highly secure at the time they are implemented, but experience with smart

card-based pay TV services has shown that they are cracked sooner or later.

Content security is an arms race against pirates and fraudsters, so the content

security must be renewable, allowing operators to stay a step ahead.

Digital Watermarking Requirements

Digital watermarking is also becoming mandatory, as operators recognise the

importance of being able to detect and trace illegally captured content.Watermarks

embedded in the content can carry various information about the content or

intended recipient. Movie studios and other producers of premium content insist

on digital watermarking to help deter and stop illegal capture, decoding and

subsequent re-compression of content.

In the case of user-specific forensic watermarking, embedded information relates

to the recipient, a display device, or a location, and is embedded permanently in

the movie content. Because any pirate copies can be traced to a unique source,

and not just the network operator, content owners are assured of protection

that extends beyond the digital network.



Theft of Service Prevention

Theft of service remains a challenge for system operators even in the most

carefully controlled operational environments. Operators can experience a

significant loss of revenue through service theft. Sophisticated, large-scale attacks

can involve "clone" STB clients that mimic legal equipment by duplication of MAC

addresses and other theoretically unique identifiers. Creation of cloned client

devices can potentially lead to theft of video services and loss of revenue in any

unprotected system.

Software-based, unified security systems are ideally-suited to overcome such tactics

due to the inherent two-way nature of IP networks.This is because data that is

regularly generated from a client device can be used to detect operational

differences between real and cloned devices, such as  discrepancies in channel

viewing patterns or in the timing of requests for keys. Furthermore these systems

are able to ensure the device is connected to the correct physical network at

the appropriate location.With the additional layer of clone detection, theft of

service can be reduced or eliminated.

Unified Approach across Networks

Content security architectures in the converged digital age need to be multi-

dimensional, addressing the three key aspects of this new pay-TV distribution

challenge – secure delivery over multiple networks, support for diverse consumer

devices, and a multi-layered ability to detect and address threats.

Operators must also consider their content security transition plan for the hybrid

migration. For example, traditional one-way broadcasters have historically favored

hardware-based security systems.As they add IP channels they would need to

upgrade to a hybrid STB.They are then faced with a choice: either manage two

separate security systems, which is vastly expensive, or select a unified security

approach that protects both broadcast and IP-delivered programming.

A software-based security architecture facilitates the upgrade from legacy boxes

to hybrid through the use of the Simulcrypt standard, which allows two conditional
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access systems to work side by side.This allows for a transparent transition that

will not be at risk of disrupting business operations. Operators can phase in new

STBs to quickly take advantage of higher value subscribers and lower content

security costs for improved profitability.

Yet, above all, operators need a unified content security system, which not only

brings significant cost and operational savings from managing just one platform,

but also enables the deployment of a transparent security regime across all the

network and device permutations that subscribers are demanding. A unified content

security system has a vital role in the transition towards hybrid and all-IP networks.

Conclusion

Cable, satellite, terrestrial and IPTV operators alike are deploying hybrid networks in

order to exploit the synergy between broadcast and on-demand services within new

business models, and provide a platform that satisfies the transmission requirements

of each equally.A unified content security system is a vital ingredient of this hybrid

platform, partly to meet regulatory, contractual and service protection obligations.

Most importantly though, a unified security system that supports multi-layered

protection, allows new business models to emerge and flourish.


